Raspberry Pi WiFi Router Setup for Notaumatic Scoring System
Original version V1.1, Written by Roy Oostema, V2.0 by Risto Holtta

Overview

This document describes how to configure a WiFi router for use with the
NotauScore/Notaumatic scoring system. The original instructions are based on the TP-Link
WR940N router, but the same principles apply to most routers.

The benefit of using an external router is that the WiFi range is greatly improved compared
to the RPi internal WiFi. Both the Raspberry Pi 4 or 5 computer boards and the Raspberry Pi
Zero models have an integrated PCB antenna that is not nearly as effective as an external
antenna. Most of the communication issues in the Notauscore system are caused by the
limited WiFi range.

Wiring

The NotauScore server (Raspberry Pi) LAN port connects to one of the LAN ports of the
router. Do not use the WAN port of the router since it is reserved for the Internet
connection and has different functionality. Most often the WAN port is clearly marked as
“WAN” or different color (blue is quite common).

In some cases, the router can detect WAN traffic automatically and configure one of the
ports as WAN. In this case you can use any of the available ports to connect the RPi.

Operation

The easiest way to deploy correct settings to the NA devices is to set the parameters in
Notauscore = Administration - Settings menu as follows:
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The IP addresses should be already correct by default (192.168.200.200). The
NOTAUMATIC_PW and NOTAUMATIC_SSID parameters should match those you set in the
router.

All the parameters on this page will be transferred to the NA device if you go to
“Maintenance” menu and select “Update params”. The NA device must be connected to RPi
internal WiFi network before this for the parameter update to succeed. If all goes well, the
NA will swiftly change to the router WiFi after 10 seconds or so.

It may happen that the RPi WiFi is too weak to operate reliably and in this case, you must
update the SSID and WiFi password manually. After this change is done, the NA device will
always use the router Wifi to communicate and other parameter changes as well as
sequence changes and software updates work more reliably than with the RPi WiFi.

If something goes wrong, it is very easy to return to the default WIFI setup (Rpi). Just go to
“Maintenance” menu and select “Restore def. params”.
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Setting up TP-Link Archer C50 v. 6.20

gt 1}

—

Follow these steps to set up the TP-Link C50 to your Notauscore system as a Wifi router.

1.

Make sure the IP address of your computer is configured as Obtain an IP address
automatically and Obtain DNS server address automatically

Connect your laptop to the router using a LAN cable. Use any of the four
yellow/orange LAN ports. Do NOT use the blue WAN port.

Make sure you enter the correct [P address to log in: http://tplinkwifi.net or
192.168.0.1.

If this is the first time you log in, the router asks you to create a password. The next
time you log in, you must use this password to access the settings. There is no
username for this purpose. In the User’s Guide this is referenced as the “local
management password”. It can be changed under Advanced - System menu.

If this does not work, consult the router manual FAQ section for login instructions
and resetting the password
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6. Setup the router as a standard wireless router and save the settings.

10 tp-link | Archer C50
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7. Under Advanced = Network = LAN, set IP address to 192.168.200.1 and subnet
mask to 255.255.255.0, then save.

10 tp-link | Archer C50
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Network Map Internet Wireless Advanced

{) Quick Setup LAN

Operation Mode View and configure LAN settings.

_ MAC Address: 3C-64-CF-87-63-08

Status

IP Address: ~ 192.168.200.1

Internet
Subnet Mask:  255.255.255.0 v

* LAN
IPTVIVLAN
DHCP Server
Dynamic DNS

Routing

At this point the router reboots and you must log in again, now using the new IP
address 192.168.200.1. The URL address http://tplinkwifi.net should also work.

8. Set the correct address range for the DHCP server of the router. This is important
since the Notauscore server LAN port uses address 192.168.200.200 which must not
be overlapped by the router or other devices. Go to Advanced - Network and
change the following details:
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Make sure that the DHCP Server is enabled (should be active already)
Set [P Address Pool to 192.168.200.100 - 192.168.200.199

Set Address Lease Time to 1440 minutes (one day)

Set Default Gateway to 192.168.200.1

a.
b.
C.
d.

19 tp-link | Archer C50

@ ®

Network Map Internet Wireless

= Quick Setup DHCP Server
Operation Mode Dynamically assgin IP addresses to the devices connected to the router.
SEIS 1P Address Pool: | 192.168.200.100 - 192.168.200.199
Internet Address Lease Time: | 1440 minutes
LAN
Default Gateway: =~ 192.168.200.1 (Optional)
IPTVVLAN
Primary DNS: ~ 0.0.0.0 (Optional)
* DHCP Server
Secondary DNS:  0.0.0.0 (Optional)
Dynamic DNS

At this point the router may reboot again to take the new DHCP settings into use.
Go to Wireless section of the TP-Link menu and set the SSID, security level and WiFi
password:

10 tp-link | Archer C50

Wireless Settings

Personalize wireless settings as you need.

Smart Connect [ | Enable @

2.4 GHz: Enable Share Network
Network Name (SSID): notaumatic-router (7] Hide SSID
Security: | WPA2-PSKAES] v

Password: ~ citamuaton

5 GHz: Enable Share Network
Network Name (SSID): | notaumatic-router_5G ("] Hide SSID
Security:  WPA2-PSK[AES] v

Password: ~ citamuaton

Guest Network

Create a separate network for your guests to ensure network security and privacy.

2.4GHz [ | Enable Share Network

5GHz: | | Enable Share Network

Here the 2.4 GHz network must be enabled, security should be WPA2-PSK and SSID
as well as the Password must match the values you have in the Notaumatic
devices. Do not use the same SSID as in the Raspberry Pi WiFi (ffam-
notaumatic). The WiFi passwords can be the same.
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Setting up TP-Link WR940N
The following steps reproduce the original TP-Link WR940N instructions.

1. Connect your laptop to the router using an LAN cable. Use any of the four
yellow/orange LAN ports. Do NOT use the blue WAN port.

2. Open a web browser and navigate to http://192.168.0.1 and log in with username:
admin, password: admin. NOTE: It is highly recommended to change the default
login to something else before taking the system into operational use!

3. [Ifthis does not work, consult the router manual for login instructions.

4. Setup the router as a standard wireless router and save the settings.

450M Wireless N Router

10 tp-link Model No. TL-WRS40N

Status
Quick Setup
Errraa—— Working Mode

Working Mode

T —

Wireless Access Point
Guest Network

DHCP
Forwarding
Security | sawe

Range Extender

Parental Control

Access Control Be sure to click the Save button to save your
setting:

Advanced Routing
I reboot automatically after
uton.

—— 5 ] Note:
Bandwidth Control You dlck the Save b
IP & MAC Binding
Dynamic DNS
1PV6 Support
System Tools

Logout

5. Under Network — LAN, set IP address to 192.168.200.1 and subnet mask to
255.255.255.0, then save.

Internal



Status
Quick Setup

WPS

Working Mode
Network

- WAN

- MAC Clone
- LAN

PTV.

Guest Network
DHCP

Forwarding
Security

Parental Control
Access Control
Advanced Routing
Banduwidth Control
IP & MAC Binding
Dynamic NS
1Pv6 Support
System Tools
Logout

DHCP Configuration (TP-Link WR940N)
Set the following DHCP values:

450M Wireless N Router
Model No. TL-WR340N

MAC Address:
1P Address:
Subnet Mask:

B4-80-24-65-4D-AC

192.165.2

256.256.2560 B

Save

LAN Help

You can configure the IP parameters of LAN on
this page.

« MAC Address - The physical address of
LA}

e LAN ports, as seen from the LAN. The
value cannot be chan

o
« IP Address - Enter the IP address of your

Router in dotted-decimal notation (factory
default - 192.168.0.1).

« Subnet Mask - An address code that

Note:

fotermines the size of the network.
Usually it is 255.255.255.0.

If you change the LAN IP address, you
must use the new IP address to login to
the Route

.
. If the new LAN IP address you set is not

n the same subnet with the previous one,
the I Address poo in the DHCP server
will be configured automatically, but the
Virtual Server and DMZ Host will not take
effect unti they are re-configured

Click the Save button to save your settings.

Start IP address: 192.168.200.100
End IP address: 192.168.200.199
Default gateway: 192.168.200.1

Tip: Set the “Address Lease Time” to 1440 to keep the IP-addresses unchanged for a day.

Save settings and reboot the router.



450M Wireless N Router

10 tp-link Model No. TL-WR940N
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input the IP_Address of ancther DNS
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Note: To use the DHCP server function of this
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“ n IP Address automatically"
roder i Toncion il ke efoc ol s
device reboots.

Click Save to save the changes.

Wireless Settings (TP-Link WR940N)

Change SSID and WiFi password as required. Here we use “notaumatic-router” as the SSID.
Do not use the same SSID as in the Raspberry Pi WiFi (ffam-notaumatic). The WiFi
passwords can be the same.

450M Wireless N Router
Model No. TL-WR940N

Status

Quick Setup oy P
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wes Wireless Settings

_ | Note: The operating distance or range of your
Working Mode wireless connection varies significantly based on

—_— the physical placement of the Router. For best
Network Wireless Network Name:  notaumatic-router (Also called the SSID) Sharing Network resuits, place your Router.

Wireless I
wireless stations wil operte.
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~Wireloss Securlty o o ] of
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T Gl o D B
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Enable SSID Broadcast - If you select the
Enable SSID Broadcast checkbox, the wi

router will broadcast its name (SSID) on the air
Enable WDS Brid: fou can select this to

-
enable WDS Bridging, with this function, the
Router can bridge two or more WLANs. NOTE: If

sure the following settings are correct.

SSID 1o bo bridged) - The SSID of he AP your
Router is going to connect to as a dlient.

s use tho survey funcion o selec e SSID 10
ioin 4

The wireless password setting can be found under “Wireless Security” in TP-Link WR940N:
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450M Wireless N Router
N

Model No. TL-WRS40|

Status
Quick Setup

WP

Working Mode
Network

Wireless

- Wireless Settings

less MAC Fillering
- Wireless Advanced

- Wireless Statistics

Guest Network
DHCP
Forwarding
Security

Wireless Security

Disable Security

© WPAWPA? - Personal(Recommended)

Version: WPA2-PSK e
Encryption: 4ES 8
I Wireless Password: citamuaton
(You can enter ASCII characters between 8 and 63 or 8and64.)
Group Key Update Period: o Seconds

Parental Control
Access Control
Advanced Routing
Bandwidth Control
IP & MAC Binding
Dynamic DNS
1Pv6 Support
System Tools

Logout

- Enterprise
Version:

Encryption:

Radius Server IP:

Radius Port:

Radius Password:

Group Key Update Period:

Type:
WEP Key Format:
Key Selected

Key 1

Key 2:

Key 3

Key 4

(Keep it default if you are not sure, minimurn is 30, 0 means no update)

Automatic e

Automatic e

1812 (165535, 0 stands for default port 1812)

o (in second, minimum is 30, 0 means no update)

Automatic e

Hexadecimal @

WEP Key Key Type

Disabled @
Disabled @
Disabled B
Disabled B

Wireless Security Help

You can select one of the following security
options:

« Disable Security - The wireless security
function can be enabled or disabled. If
disabled, the wireless stations will be able

this device without encryption.
It is recommended strongly that yol
choose one of following options to enable
security.

« WPAMWPA2 - Porsonal - Select WPA
based on pre-shared passphrase.

« WPAWPA2 - Enterprise - Select WPA
based on Radius Server.

 WEP - Select 802.11 WEP security.

Each security option has its own setings as
described follows,

WPAWPA2 - Personal

Version - You can select one of following
versions,

« Automatic - Select WPA-PSK or WPA2-
PSK automatically based on the wireless
station's capability and request.

« WPA-PSK - Pre-shared key of WPA.

« WPA2-PSK - Pre-shared key of WPA2.

Encryption - You can select elther Automatic, or
TKIP or AES.

Wireless Password - You can enter ASCII or
Hexadecimal characters. For Hexadecimal, the
length should be between B and 64 characlers;
for ASCII, the length shoud be between 8 and 63
characters.

Group Key Update Period - Specify the group

key update interval in seconds. The value can be
either 0 or at least 30. Enter 0 to disable the

WPAIWPAZ - Enterpris

Version - You can select one of following
versions,

o Automatic - Select WPA or WPA2
automatically based on the wireless
station's capability and request.
°A - Wi-Fi Protected Access.

« WPA2 - WPA version 2.

Encryption - You can select either Automatic, or
TKIP or AES.

Final Verification (for all router models)
Disconnect the LAN cable from your laptop and connect it to the Raspberry Pi. Connect your
laptop to the WiFi network of the router and browse to http://192.168.200.200.

The Notaumatic login screen should appear.

B Notauscore

Login

Login / Password

[

admin
1821681

Other Passwords for 192.168.1.77.

Internal



